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Staying Safe Online 
A Factsheet

Being connected to other people, via the Internet, can be a fantastic thing and allow great 
communication of ideas and information. However, there are some very nasty people in the world and 
they can go online as well. This means that you have to be very careful to protect yourself and your data 
and always be careful that you behave sensibly. You should keep all passwords safe and secret and you 
should be aware that it is easier for people to lie if you have not met them in real life. 

DO…
• Make sure anti-virus and anti-spyware programmes are running at all times and make sure they are up to date.
• Always have strong anti-spam and anti-phishing tools installed on your computer and set them to update 

automatically. 
• REMEMBER: when you post anything online, it is there forever. There is no way to get it back. Therefore, you need to 

think very carefully before you post something.
• Ask a responsible and trusted relative if you are unsure about anything on the Internet. This is especially important 

when you are spending money online – you need to make sure you are only paying the correct amount to a 
trusted site. 

• Reply to people’s posts on your wall or messages they send you. It is very easy for people to see on social 
networking sites if you are ignoring them. However, not everybody checks their text messages or social networking 
sites constantly, so they may not reply immediately. If someone takes a while to get back to you, they may be busy 
and unable to respond straight away. 

• If you only want to send a message to one person or a small group of people, texting or using the personal 
messaging functions on social networking sites are the best ways to do this. Both Twitter and Facebook allow you to 
use this system. 

• Make sure to check if a friend is ok with you posting something that involves them. This may be a photo, a tweet, 
a status update, or a comment. They may not want something about them to be made public, so always ask for 
permission before uploading something related to your friends. If they ask you to delete or remove something that 
you have previously posted, always do so as soon as you can. 

• Remember that general social skills that you may have learnt or developed still apply to online situations and 
conversations. It is still rude to make critical comments about someone online, and it is still nice to ask people 
questions about themselves and what they have been doing recently. Only ask people questions that you wouldn’t 
feel awkward or anxious answering yourself, and remember that while some things may be true, they may not be 
good things to say to someone (for example, comments about their appearance). This is particularly relevant on 
social media sites, where you can write comments about people’s photos. Don’t post negative or hurtful remarks 
about a photo that somebody posts of himself or herself online. 

• Social media and texting are not a replacement for meeting your friends and family. Whilst it may be easier to 
contact people on the Internet or mobile phones, face-to-face meetings are still most people’s favourite way of 
talking to each other. Try and arrange to meet your friends regularly so you can keep in contact and to practise 
your social skills.

DON’T…
• Don’t give out your password for your computer or website profiles. Always check to see if anyone is around before 

you enter a password. 
• Avoid using an inappropriate screen or domain name. Don’t use a screen name that gives away information about 

your age, or where you live, such as Walsall17@hotmail.co.uk
• Don’t share information with a friend of a friend. Even though your friend might know them, they are not necessarily 

your friend too. 
• Avoid forwarding chain emails. They are likely to be scams and may harm your computer.
• Do not be fooled by spam emails. They are tricks designed to get you to buy something you might not really want or 

enter your personal data so it can be stolen.
• Do not post when you are angry, anxious, or stressed, as you may post something you later regret. Take some time 

out away from you computer, laptop, or phone before deciding whether or not you want to post something. 
• Don’t post anything that could later be used against you. Make sure that any status or photo you upload will not 

cause you any embarrassment later on. A good rule to use is to avoid putting anything online that you wouldn’t 
want your close family or future boss to see. 

• Don’t be a social media addict. It may be tempting to constantly talk to your friends online and post content for 
others to see, but too much time spent on the Internet can have a negative impact on other areas of your life. 
Similarly, constant posting, updating, and uploading can cause other people to ignore what you say online.


